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1 Executive Summary 

The Internet of Things (IoT) brings increased interconnectivity and distributed deployment of devices at large scale 
and embedded in the everyday environment and industry. This is accompanied with a potentially significant increase 
in cybersecurity (and privacy) risk and exposure. In addition to traditional security and privacy threats, new threat 
types emerge which are specific to the nature of IoT technology, deployment and its specific attack surface.  

This deliverable presents a comprehensive yet structured analysis and overview of the IoT security (and privacy) 
threats, created in three complementary iterations: the first focused on the typical life cycle of IoT devices (Device 
management perspective), the second on identity and access management and the third on distribution of 
application functionality over edge/fog and cloud.  

The deliverable focuses on a reasonably common/generic/typical IoT system architecture to which the technology 
stack of the ERATOSTHENES project (existing assets, envisioned developments in these assets and beyond) can 
be inserted and augmented (as outlined in the complementary WP1 tasks: Tasks 1.1, 1.2, and 1.3).  
Threat scenarios are consolidated and documented in a uniform format, characterizing the architectural context 
(encoded in data flow diagrams or DFDs) and the nature of the threat actor, and aspects that determine potential 
impact and likelihood of each threat scenario.  

The deliverable concludes with a gap analysis, which is conducted by mapping the threat scenarios to the different 
project assets and a discussion of the state of the art. This mapping is exploratory in nature and represents a first 
effort to set the scene on the broader landscape of threats and vulnerabilities --both from a privacy and security 
perspective-- of relevance to of the broader ERATOSTHENES work plan.  
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2 Introduction 

A thorough review and precise characterization of the cybersecurity and privacy threats of relevance is required to 
position and motivate the different research contributions and technological innovations envisioned and targeted in 
the ERATOSTHENES project. These threats must be considered and assessed in their broader architectural and 
technological context, and the threat analysis is used as a benchmark to weigh the security and privacy risks in IoT 
based systems, the assess the qualities of the innovative technologies and solutions in the projects and to monitor 
progress in this regard. 

The main premise is that existing assets, solutions and countermeasures always reduce risk yet leave residual risk. 
To assess this risk in an end-to-end holistic system and technology perspective, threat analysis, characterization and 
elicitation is performed to highlight those threat scenarios that are more stringent, likely or impactful.  

The threat analysis is conducted in three complementary perspectives and architectural viewpoints: (i) the different 
phases of the life cycle of an IoT device (manufacturing, registration, operation, decommissioning, end-of-life), (ii) 
identity and access management and the association of device identity to user/organization identity, and (iii) 
decentralized IoT application logic (distribution of application logic over edge-fog-cloud).  

After documenting the relevant threats, a gap analysis is performed by means of mapping the threat scenarios onto 
the project assets defined and described in the broader context of Work package 1 (WP1).  
Section 2 provides a descriptive introduction of the overall deliverable and report structure. 

 

2.1 Mapping ERATOSTHENES Outputs 

The purpose of this section is to map ERATOSTHENES Grant Agreement commitments, both within the formal 
Deliverable and Task description, against the project’s respective outputs and work performed. 

 

ERATOSTHENES 
GA Component 

Title 

ERATOSTHENES GA 
Component Outline 

Respective 
Document 
Chapter(s) 

Justification 

DELIVERABLE     

D1.1 - Research 
Agenda, IoT threat 
landscape and 
security challenges 

 

This deliverable includes the 
outputs from T1.1 and 
consolidates the research 
agenda, current state-of-the-art 
and IoT threat 
landscape/challenges. 

Chapters 3-8 

The threat agenda is covered in 
chapters 3-8 that is also including 
the threat landscape/challenges. 
Chapter 8 provides a summary of 
the state of the art on cybersecurity 
of an IoT device 

TASKS    

Task 1.1 Research 
Agenda, IoT threat 
landscape and 
security challenges  

This first task involves revising 
the overall research agenda of 
ERASTOTHENES. The 
research agenda will be based on 
a strong in-depth analysis of the 
(continuously-evolving) IoT 
technology stack along with 
emerging security and privacy 
issues, via both technology 
analysis and a study of the recent 

Chapters 3-8 

The deliverable is providing the 
ERATOSTHENES research 
agenda including the related 
background studies, analysis of the 
IoT technology stack and the state 
of the art. 

Chapter 3 includes a state of the art 
in the device cybersecurity 
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Table 1 - Adherence to ERATOSTHENES GA Deliverable & Tasks Descriptions 

 

 

2.2 Deliverable Overview and Report Structure 

Section 3 discusses the broader state of the art, which is followed by Section 4 that discusses the overall approach 
taken in this deliverable to conduct systematic threat analysis and description of threats according to a number of 
complementary perspectives. In section 5, threat analysis is performed from the perspective of the IoT device life 
cycle, which is complemented in section 6 with the perspective of identity and access management (IAM). Section 
7 completes the overall threat analysis by adding perspectives on threats originating from the typical distributed 
nature of IoT applications. 

Section 8 performs an analysis, by mapping the identified and discussed threats to the project assets defined in work 
package 1. Finally, Section 9 concludes the deliverable.  

A comprehensive glossary of the DFD elements introduced in the deliverable can be found in Annex I, whereas 
Annex II provides a full index to the different threat scenarios described in this deliverable. 

 

 

 

state of the art. These activities 
include the; (i) identification, (ii) 
detailed documentation and (iii) 
prioritization of the dominant 
security and privacy threats in 
the context of the targeted IoT 
applications and ecosystems. 
These threats will inform and 
shape the research agenda, while 
also being used in the validation 
and evaluation activities 
conducted near the conclusion 
of the project. The outcome will 
be reported in D1.1. 

requirements, capabilities and non-
technical supporting capabilities. 

Chapter 4 presents the task 1.1 
process and approach to identify 
and document the most relevant 
threats in the context of the 
ERATOSTHENES technology 
stack in a structured, threat-
oriented manner. 

Chapter 5 includes the threat 
analysis from the IoT device life 
cycle perspective. 

Chapter 6 includes 5 a threat 
analysis under the Device and user 
identity management perspective. 

Chapter 7 provides the threat 
analysis in the distributed 
application logic perspective. 

Chapter 8 provides the analysis 
between the threat scenarios that 
were identified in Sections 4, 5 and 
6 of this deliverable and the 
different project assets. 
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3 State of the Art  

“Device cybersecurity requirements are device cybersecurity capabilities and non-technical supporting capabilities 
needed to integrate an IoT device into a system. Device cybersecurity capabilities are cybersecurity features or 
functions that computing devices provide through their own technical means (i.e., device hardware and software). 
For example, data protection using encryption would be a device cybersecurity capability if implemented on an IoT 
device. Non-technical supporting capabilities are actions an organization (i.e., manufacturers of IoT devices or 
designated third-party entities with a supporting role) performs in support of the cybersecurity of an IoT device. 
For example, notifications when an update is available and training of how to apply the software update may be a 
non-technical supporting capability needed by a federal organization in support of the cybersecurity of an IoT 
device.” 

Security threats can be observed and classified in different ways by considering different criteria like source, agents, 
and motivations. Threat classification helps identifying and organizing security threats into classes to assess and 
evaluate their impacts, and to develop strategies in order to prevent, or mitigate the impacts of threats on systems. 
Furthermore, threats classification allows evaluation and estimation of threats risks. It allows classifying threats into 
categories in order to group them by characteristics and suggest appropriate counter measures. 

According to [10], a threat classification should meet the following requirements: 

◼ Mutually Exclusive: Every threat is classified in one category excludes all other categories because categories 
do not overlap. Every specimen of threat should fit in at most one category. 

◼ Exhaustive: The categories in a classification must include all the possibilities. Every specimen should fit in 
at least one category. 

◼ Unambiguous: All categories must be clear and precise in scope and description so that the classification is 
certain. Every category should be accompanied by clear and unambiguous classification criteria defining 
what specimens to be put in that category. 

◼ Repeatable: Repeated applications of the taxonomy result in the same classification, regardless of who is 
classifying. 

◼ Accepted: All categories are logical, intuitive and practices (easy to apply), so they can be accepted by the 
majority. 

◼ Useful: It can be used to gain insights of the field in which you are applying it, and it can be adapted to 
different application requirements. 

In this sense, there are a wide variety of classification schemes of threats and security objectives. We review and 
analyze here some of the most well-known approaches in current literature, and also the ones mentioned in D2.1 
[11]. 

3.1 The CIA triad 

The CIA triad (confidentiality, integrity, and availability) represents the basic classification of security objectives, 
possibly mentioned first by the NIST in 1977 [12]. However, debate still questions whether it is sufficient to handle 
rapidly changing technology and business requirements, with recommendations to consider expanding on the 
intersections between availability and confidentiality, as well as the relationship between security and privacy. In this 
sense, many experts usually add other principles [13] such as non-repudiation, privacy, authenticity and 
trustworthiness, accountability and auditability.  

3.2 Network Security Threat Classification 

Focusing on threats, more than in security objectives, the Network Security Threat Classification proposed in  [14] 
considers four different types of threats: 

◼ Unstructured Threats, caused by inexperienced individuals that uses hacking tools such as shell scripts and 
password crackers.  

◼ Structured Threats, caused by highly motivated and competent hackers. In this case, the techniques and tools 
used are more sophisticated and complex.  

◼ External Threats, caused by unauthorized individuals or organizations working outside of a company. 
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◼ Internal Threats, caused by an authorized individual (e.g., an account on a server or physical access to the 
network). 

This classification is highly intuitive, allowing to identify and classify network threats and vulnerabilities. However, 
some of the categories overlap; for example, a threat caused by an inexperienced user can be either external or 
internal. Moreover, this classification did not cover all threats, as they just present network security threats. 

3.3 ISO 7498-2 

The ISO 7498-2 [15] standard has listed five major security threats and services as a reference model: 

◼ Destruction of information and/or other resources 
◼ Corruption or modification of information 
◼ Theft, removal or loss of information and/or other resources 
◼ Disclosure of information 
◼ Interruption of services  

This classification is mutually exclusive, but it is highly focused on information threats, and it does not cover all 
threats consequences. 

3.4 STRIDE security threat modeling 

STRIDE [16] is a model of threats developed by Praerit Garg and Loren Kohnfelder at Microsoft for identifying 
computer security threats. It provides a mnemonic for security threats in six categories, which can be understood in 
a positive way with its associated security property. 

The STRIDE approach is simple and very popular, and it highlights many top threats. Besides, this classification 
allows organizing a security strategy to reduce risks. On the other hand, STRIDE model includes a non-exhaustive 
list of threats. We have applied (instantiated STRIDE threats) in the threat analysis conducted in this deliverable. 

Threat Security objective 

Spoofing Authenticity 

Tampering Integrity 

Repudiation Non-repudiability 

Information disclosure Confidentiality (and privacy) 

Denial of Service Availability (and fault tolerance and 
robustness) 

Elevation of Privilege Authorization 
Table 2 - STRIDE threat categories 

3.5 LINDDUN privacy threat modeling 

LINDDUN [4][5][6] is a model of threats developed by Mina Deng and Kim Wuyts, and the corresponding 
LINDDUN privacy threat modeling is under active development at KU Leuven (https://www.linddun.org). Similar 
and analogous to STRIDE, LINDDUN provides a mnemonic for privacy threats in seven categories: Linkability, 
Identifiability, Non-repudiation, Detectability, Disclosure of Information, Unawareness and Non-compliance.  

LINDDUN is highly compatible to STRIDE, as it also acts upon system models encoded in Data Flow Diagrams 
(DFDs). This makes it particularly suited for a combined Security/Privacy analysis, which is more efficient when 
compared to standalone analysis activities as it acts at the basis of the same DFD models. Along with STRIDE 
threat elicitation, we have applied (instantiated) LINDDUN threats in the threat analysis conducted in this 
deliverable. 
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3.6 Web Application Security Consortium Threat Classification 

Web Application Security Consortium Threat Classification [17] classifies threats in six categories: 

◼ Authentication category covering attacks that target a web site’s method of validating the identity of a user, 
service or application (e.g., Brute Force, Insufficient Authentication, Weak Password Recovery Validation). 

◼ Authorization category covering attacks that target a web site’s method of determining if a user, service, or 
application has the necessary permissions to perform a requested action (e.g., Credential/Session 
Prediction, Insufficient Authorization, Insufficient Session Expiration, Session Fixation). 

◼ Client-Side Attacks category focused on the abuse or exploitation of a web site’s users (e.g., Spoofing, Cross 
site Scripting). 

◼ Command Execution category covering attacks designed to execute remote commands on the web site 
(e.g., Buffer Overflow, Format String Attack, LDAP Injection, OS Commanding, SQL Injection, SSI 
Injection, XPath Injection). 

◼ Information Disclosure category covering attacks designed to acquire system specific information about a 
web site (e.g., Directory Indexing, Information Leakage, Path Traversal, Predictable Resource Location). 

◼ Logical Attacks category focused on the abuse or exploitation of a web application’s logic flow (e.g., Abuse 
of Functionality, Denial of Service, Insufficient Anti-automation). 

This model is quite flexible and shows the direct impact on security requirements if a threat happens, which help to 
make appropriate countermeasures. However, the list is not exhaustive, as it is focused on web site threats.  

3.7 NIST Threat Classification 

NIST Threat Classification [18] focuses on threats significance criteria and considers the following types of security 
threats: 

◼ Errors and Omissions, caused by intentional human mistakes.  
◼ Fraud and Theft, which can be performed by simply automating traditional forms of fraud and theft (e.g., 

small transactions that will not be checked as suspicious).  
◼ Employee Sabotage, e.g., destroying hardware of facilities, planting logic bombs that destroy programs or 

data, entering data incorrectly, changing data. 
◼ Loss of Physical and Infrastructure Support, including power failures (outages, spikes, and brownouts), loss 

of communications, water outages and leaks, sewer problems, lack of transportation services, fire, flood, 
civil unrest, and strikes. 

◼ Malicious Hackers, that is, people who break into computers without authorization. This threat comes 
either from outsiders or insiders. 

◼ Industrial Espionage which involves gathering of proprietary data from private companies or the 
government for the purpose of aiding another company. 

◼ Malicious Code, e.g., viruses, worms, Trojan horses and logic bombs. 
◼ Foreign Government Espionage, including threats posed by foreign government intelligence services. 
◼ Threats to Personal Privacy, which can arise from many sources (e.g., the accumulation of vast amounts of 

electronic information about individuals by governments, credit bureaus, and private companies). 

However, this list is not exhaustive, and some threats may combine elements from more than one area. 

The NIST Special Publication 800-213A [7] provides a catalog of postulated device capabilities, controls and 
discusses consequential security and privacy controls required from manufacturers to allow the creation of secure 
and privacy-preserving IoT applications. The analysis focuses mainly on requirements and technical implications to 
devices on the one hand (device cybersecurity capabilities) and other aspects of relevance (non-technical 
capabilities), such as the level of documentation and standardization. In terms of the technical device capabilities, 
the publication delineates: 

• Device identification capabilities 

• Device configuration capabilities 

• Data protection capabilities 

• Logical access to interfaces 

• Software update capabilities 
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• Cybersecurity state awareness 

• Device state security 

The analysis presented in this deliverable is complementary and focuses on a number of similar aspects (e.g. the 
threat exposure caused by update/upgrade capabilities) but does not focus yet on the required controls and solutions 
but discusses the threat scenarios upon which the project work will be predicated. 

 

3.8 ENISA Threat landscape 

The European Union Agency for Cybersecurity (ENISA) performs a broad analysis of cybersecurity threats on a 
yearly basis. The 2021 report cites the following list of prime cybersecurity threats: 

• Ransomware 

• Malware 

• Cryptojacking 

• E-mail related threats 

• Threats against data 

• Threats against availability and integrity 

• Disinformation – misinformation 

• Non-malicious threats 

• Supply-chain attacks 

Of these categories, a number are particularly relevant from an IoT perspective, the most prominent falling in the 
‘threats against availability and integrity’ category.  

This category includes targeted distributed denial of service attacks (DDoS) and the trend towards larger volumes 
of Internet-accessible devices in IoT in conjunction with mobiles networks and increased connectivity increases the 
one the one hand the likelihood and on the other hand the potential impact of such attacks. 

Additionally, the IoT typically involves the collection and processing of large volumes of data, e.g. image streams, 
and thus data-centric threats (disclosure and leakage-related threats, and all related privacy threats) gain importance 
in this particular technological context. 

Finally, the ENISA reports the incidence and increase of non-malicious threats in the area of the Internet of Things 
(IoT) caused by (i) exploitation of device vulnerabilities (including zero-day) and (ii) bad user practices, such as 
employing default administrative passwords in devices, and (iii) lack of upgrade/update/patching against 
vulnerabilities. 

 

3.9 OWASP Common Vulnerability Enumeration (CVE) and Design weakness 
Enumeration (CWE) 

The Open Web Application Security Project (OWASP) [9] hosts and publishes an extensive index of typical 
vulnerabilities encountered in web-related technologies, and it keep stock of mitigations and patches. In addition, 
an index of fundamental design flaws is maintained, keeping track of (lacking) best practices and finding root causes 
for a number of the encountered vulnerabilities in the CVE index. 

This effort is mainly targeted at the technological context of the web, and this is reflected for example in the top-10 
list of the most common vulnerabilities: 

•     Injection 

•     Broken authentication 

•     Sensitive data exposure 

•     XML external entities (XXE) 

•     Broken access control 

•     Security misconfigurations 
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•     Cross site scripting (XSS) 

•     Insecure deserialization 

•     Using components with known vulnerabilities 

•     Insufficient logging and monitoring 

This knowledge base of vulnerabilities is relevant in IoT architectures that include a web tier and that rely on similar 
architectural patterns, such as persisting data using REST interfaces which may be programmed insufficiently 
defensive so that they are prone to injection-type attacks. The OWASP however does not focus on IoT technology-
specific issues.  

 

3.10 IoT Threat models  

Dedicated IoT threat models have been proposed and discussed in academic literature. We discuss the most notable 
ones below. 

Chapter 15 of the IoT Security Issues book [1], Alasdair Gilchrist provides an overview of different architectural 
aspects inherent to IoT systems, among those the ones discussed in this deliverable, and highlights a number of 
technological risks in this broader context. While interesting, it provides a high-level discussion but does not reach 
the level of detail of specific threat scenarios. In addition, as it focuses more on technological aspects (e.g. of existing 
common countermeasures), it can be considered complementary to the threat models described in this deliverable. 

Peter Aufner [2] identifies and discusses the significant gap between IoT threat models discussed in literature, in 
that they lack a degree of formalization, categorization and standardization that threat modeling frameworks would 
have to offer to increase reproducibility and traceability of results. This gap persists, remains relevant and applicable 
also to the threat models and threat characterizations presented in this deliverable. A more systematic approach to 
threat analysis, to a certain degree automated will studied in the context of Work Package 2, Task 2.2. 

Mahdu [3] et al. employ techniques of threat modeling and threat-based risk analysis to device a rating scheme of 
IoT device, allowing distinguishing them at the basis of the degree of security countermeasures built-in. As such, 
this approach contributes to the hardening of IoT devices, yet mainly focuses on the operation of such devices, 
much less the broader context of the IoT device life cycle, which is of interest and focus in the first perspective-
iteration of threat analysis conducted in this deliverable. 
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4 Task approach 

Conceptually, a threat represents a possible scenario of misuse or abuse of the system, scenarios in which (or by 
consequence of which) the security objectives (confidentiality, integrity, availability) or privacy objectives 
(unlikability, transparency, intervenability) are negated to a certain degree. Threat analysis and threat elicitation is 
used as a means to document scenario-based requirements from a negative perspective (“which scenarios should the 
system actively prevent?”), instead eliciting requirements from a positive perspective (“which scenarios should the system enable 
or implement?”). 

The main aim of this deliverable is to identify and document the most relevant threats in the context of the 
ERATOSTHENES technology stack in a structured, threat-oriented manner. Each documented threat concretizes 
the nature of the attacker involved, the threat scenario and the inherent risk of specific threats which is characterized 
informally as a combination of:  

1. the impact of the threat: how much harm is caused by the enactment of a threat, how much loss in value, in function, 
in reputation, what are likely consequence of a threat, or which types of potential harm or negative consequences 
does the threat expose the system to. 

2. the likelihood of the threat, which combines elements of (i) technical feasibility of an adversary to enacting a threat, 
(ii) the incentives of these adversaries, (ii) (assumptions about) their technical skills, (iv) the attack surface. 

In addition, common, state of the art countermeasures (existing project tools and assets) are taken into account to 
assess the residual risk to answer the key question: how much of the inherent risk posed by a threat is mitigated by 
state of the art/common countermeasures, and how much of the inherent risk still requires to be further addressed. 

Approach. The approach taken in this deliverable is systematic: threat analysis is conducted by applying the 
STRIDE and LINDDUN approaches at the basis of data flow diagrams (DFDs), eliciting threats at the level of 
different architectural elements and stages of interaction depicted in the DFDs.  
In addition, the approach is incremental: threat assessment is performed from three complementary perspectives of 
relevance to the ERATOSTHENES project: (i) the IoT device life cycle, (ii) device and user identity management 
and (iii) distributed deployment of IoT application logic. This analytical, top-down assessment is finally completed 
with the outcome of a comprehensive literature review, to confirm and attain completeness of the analysis and to 
calibrate the research roadmap. 

Threat documentation format. To document and discuss individual threat scenarios, the following template is 
adopted. 

Naming scheme: T_ab_cd (ab referring to the perspective in which the threat is identified, cd a unique number within 
that perspective).  

 

A characterization of a threat is always provided in the context of an architectural summary/context encoded 
graphically in a DFD. These DFDs provide complementary views of the IoT based systems targeted in 

Threat: short title summarizing the threat 
 
Threat category: Based on STRIDE (security): Spoofing | Tampering | Repudiation | Information disclosure 
| Denial of service | Elevation of privilege  
AND/OR  
LINDDUN (privacy): Linkability, Identifiability, Non-Repudiation, Detectability, Disclosure of Information, 
Unawareness, Non-compliance 
Threat actor: characterization of the actor that would likely enact the threat (based on incentive and capability) 

DFD: Link to elements of a Data Flow Diagram (DFD elements are referred to in a Typewriter font) 
Threat scenario: a short description of the threat scenario. 
Threat impact: assessment or characterization 
Threat likelihood: assessment or characterization 
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ERATOSTHENES, and focus on different layers, the device life cycle, the establishment and association to identity 
and the distribution of application functionality across different tiers (device, fog, cloud). 

A complete glossary of the DFD elements can be found in Annex I, whereas Annex II provides an index to the 
different threat types described in this deliverable. 
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5 Threat analysis - IoT device life cycle perspective 

ERATOSTHENES considers security and privacy risks and countermeasures from a broader perspective than just 
the operation of IoT based applications and their devices. This broader perspective, on the device life cycle is 
summarized in Figure 1. A dedicated threat analysis for each of the phases depicted is presented in the following 
subsections. Specific attention is paid to the installation and updating of the firmware on the devices. 

 

 

Figure 1 - The IoT device life cycle. 
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5.1 Threat scenario overview 

Life cycle phase Threat id Threat title Sec./Priv
. 

Device programming 
and manufacturing 

T_man_01 Installing a backdoor (manipulated firmware version) Sec. 

T_man_02 Rooting a device (manipulated or custom firmware) Sec. 

Physical deployment/ 
registration/activation 
of IoT network devices 

T_reg_01  

 

Detectability at the basis of sensor registration Priv. 

T_reg_02 Linkability/identifiability at the basis of registered sensor  Priv. 

T_reg_03  

 

Linkability of multiple IoT devices at the basis of 
registration/activation 

Priv. 

T_reg_04 

 

Spoofing an IoT device 

 

Sec. 

Operation/utilization 
of IoT network devices 

T_op_01  Detectability of communications  Priv 

T_op_02  Disclosure/leak of communications Sec.+Priv 

T_op_03  Denial of service/disrupting communications  Sec. 

T_op_04   Spoofing an IoT device Sec. 

T_op_05  User unawareness  Priv. 

T_op_06  Non-compliance of IoT application Priv. 

T_op_07  Discoverable/linkable communications  Priv. 

Remote 
update/upgrade of IoT 
network devices 

T_ota_01   Installing a backdoor (manipulated firmware version) Sec. 

T_ota_02  Rooting a device (manipulated or custom firmware) Sec. 

T_ota_03 

 

 Failed upgrade (via custom firmware upgrade mechanism) Sec. 

Unregistration/decom
missioning of IoT 
network devices 

T_unreg_01 Unauthorized remote deactivation of IoT devices  Sec. 

T_unreg_02 Improper device reuse Sec. 

Table 3 - Overview table of threat scenarios enumerated in the IoT device life cycle perspective. 
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5.2 Threats related to device programming and manufacturing of IoT network 
devices (man) 

In this phase of the IoT device life cycle, the device is manufactured and loaded with software (firmware). Each 
device is given an identifier (later called a device identifier) that is unique. The threats emerging from the 
identification and association of identifiers are discussed in Section 5 

 

 

Figure 2 - DFD for device manufacturing and programming. 

 
DFD. 

 
Figure 2 illustrates the relevant data flow when loading the device with its firmware. As a main outcome of the 
development process, a Manufacturer releases a firmware which is stored with previous versions in a Firmware 
Repository. Near the end of the manufacturing process, the IoT device is loaded/flashed with the released 
firmware.  
For this, the IoT device is assumed to have an innate capability to be programmed with firmware, i.e. it is not 
hardcoded. In the DFD, this capability is depicted as the Firmware flash environment, which could be part of the 
physical device, or it could be a dedicated tool/environment that is capable of interacting with the device to install 
the firmware.  

 

Threat T_man_01: Installing a backdoor (manipulated firmware version) (S) 

Threat category: Tampering  

with the Build and production system (e.g. insecure compiler) 
with the persisted firmware versions stored in the Firmware repository 
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   Spoofing a legitimate Build and production system  

Threat actor: a legitimate Manufacturer (could be intentional), or  

an actor impersonating a manufacturer (i.e., capable of preparing a firmware version, addressing and 
utilizing the device’s means to be flashed which is represented by the Firmware flash environment process 
in the DFD) 

DFD: the Build and production system, the Firmware flash environment 

Threat scenario: the threat actor manipulates the firmware so that he or she will be able to gain access to or 
manipulate the capabilities of the device later on. Unless/until these capabilities have been invoked, the device acts 
as a regular device. 

Threat impact: might affect correct functioning of the device, might lead to data leaks or targeted attacks to specific 
devices/users (e.g. T_man_03) 

Threat likelihood: depends on manipulations of device/hardware, requires physical access to a device, skills, tools 
and in-depth knowledge of the firmware and functioning of the networked device. 

 

Threat T_man_02: Rooting a device (manipulated or custom firmware) (S) 

Threat category: Spoofing a legitimate Build and production system  

Threat actor: an actor impersonating a manufacturer (i.e., capable of addressing and utilizing the device’s means to 
be flashed which is represented by the Firmware flash environment process in the DFD) 

DFD: the Build and production system, the Firmware flash environment 

Threat scenario: the threat actor gains full access to the device after installing a manipulated and can change the 
behavior at will. 

Threat impact: this is a stronger version of T_man_01 as the device’s correct functioning can not be guaranteed 
at all (in T_man_01, deviating behavior is only expected when the backdoor is effectively utilized/exploited) after 
executing the threat, and any behavior is to be expected.  

Threat likelihood: depends on manipulations of device/hardware, requires physical access to a device, skills, tools 
and in-depth knowledge of the firmware and functioning of the networked device. 
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5.3 Threats related to physical deployment/registration/activation of IoT 
network devices (reg) 

 

 

Figure 3 - DFD for the device installation and registration process. 

 

DFD. Figure 3 presents the DFD that depicts the relevant processes and data flows involved in the registration and 
installation of new IoT networked devices (IoT device). As before, the IoT device communicates to the back-end 
via the IoT operational hub to access the outside world. Three back-end services are depicted to which the 
emergence of a new device is announced: the Application Management service, to announce the new devices to 
interested or subscribed IoT applications/services, the Device Management service, to announce the new device, 
its capabilities and its relations to the physical environment or other devices, and the Identity Management service, 
to announce new devices and their identity. 

 

Threat T_reg_01: Detectability at the basis of sensor registration (P) 

Threat category: Detectability 

Threat actor: a person capable of monitoring interactions between the IoT device and the IoT operational hub, or 
conversely, between the IoT operational hub and the back-end services (Application management, Device 
management, Identity management) 

DFD: the IoT device, the IoT operational hub, Application management, Device management, Identity 
management 

Threat scenario: as the device is installed, it starts emitting/announcing meta-data about its identity, its operational 
behavior, its capabilities. This information could be used by an observer to deduce specific properties of its owner 
or the deployment context (e.g. if the device is specific to a specific use case, if the fact that the device is used gives 
away specifics of the deployment and application in use). 

Threat impact: depends strongly on (i) the degree of sensitivity of the use of the sensor in its specific patterns, (ii) 
the degree of sensitivity in terms of meta-data (e.g. usage time, duration, ..) that could be observed/detected.  

Threat likelihood: intermediate observer could be a network provider, a service provider, an actor performing 
analysis of network traffic, a curious neighbor that is capable of observing communications. 
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Threat T_reg_02: Linkability/identifiability at the basis of registered sensor (P) 

Threat category: Linkability, identifiability 

Threat actor: a person capable of monitoring interactions between the IoT device and the IoT operational hub, or 
conversely, between the IoT operational hub and the back-end services (Application management, Device 
management, Identity management) 

DFD: the IoT device, the IoT operational hub, Application management, Device management, Identity 
management 

Threat scenario: a unique combination/patterns of communication by a device can allow an observer to infer 
properties of the owner of the device, the deployment context or application context. Specific patterns in 
communication or configuration might allow inference of specific usage patterns. If the behavior is unique, it might 
be used as a basis for re-identification at the basis of fingerprints, i.e. it allows the threat actor to attribute the unique 
patterns to a unique user and attempt to infer the identity of the user. 

Threat impact: this is a stronger version of T_reg_01 and builds upon this threat scenario, as the inference 
described in the scenario is based on the requirement of detecting multiple interactions and the meta-data thereof 
and inference and recognition of unique patterns that point towards items of interest. 

Threat likelihood: intermediate observer could be a network provider, a service provider, an actor performing 
analysis of network traffic, a curious neighbor that is capable of observing communications. 

 

Threat T_reg_03: Linkability of multiple IoT devices at the basis of registration/activation (P) 

Threat category: Linkability, identifiability 

Threat actor: a person capable of monitoring interactions between IoT devices and the IoT operational hub, or 
conversely, between the IoT operational hub and the back-end services (Application management, Device 
management, Identity management) 

DFD: the IoT device, the IoT operational hub, Application management, Device management, Identity 
management 

Threat scenario: a unique combination of devices can allow an observer to infer properties of the owner, of the 
deployment context or the application context. Unique combinations of devices or communication patterns across 
devices might allow inference of specific properties, for example, the nature of the application, the physical 
environment, etc. This might in turn be used as a basis for re-identification of a person or a group of persons, i.e. it 
allows the threat actor to attribute the unique patterns to a unique user and attempt to infer the identity of the user. 

Threat impact: this is a variant version of T_reg_02 and builds upon this threat scenario, as the inference described 
in the scenario is based on the requirement of detecting multiple interactions and the meta-data thereof and 
inference and recognition of unique patterns that point towards items of interest, but this time focusing on the 
patterns that emerge across multiple devices and device combinations. 

Threat likelihood: intermediate observer could be a network provider, a service provider, an actor performing 
analysis of network traffic, a curious neighbor that is capable of observing communications. 

 

Threat T_reg_04: Spoofing an IoT device (S) 

Threat category: Spoofing -> Tampering (S), Information Disclosure (S&P) 

Threat actor: a person capable of manipulating the identifier of the IoT device, as announced during registration 
and subsequent interactions  
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DFD: the IoT device, the IoT operational hub, Application management, Device management, Identity 
management 

Threat scenario: when a device identifier is associated to a specific user or an application, spoofing the device may 
allow an attacker to hinder or impede the correct functioning of the application (Tampering) or obtain additional 
information (Information disclosure) 

Threat impact: depending on the nature of the application use case, or the nature of the data obtained  

Threat likelihood: could be a consequence of T_man_01 or T_man_02 
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5.4 Threats related to operation/utilization of IoT network devices (op) 

 

 
Figure 4 - DFD representing the normal operation involving IoT networked devices. Data is propagated from the device to 

the operational hub, and pushed further on via the Edge to the Cloud. 

 

DFD. Figure 4 presents the DFD depicting the relevant processes, data stores and data flows involved in regular 
operation of IoT devices. The IoT Device communicates to the back-end via the IoT operational hub to access the 
outside world. To mitigate connectivity issues and avoid data loss, a local data buffer (the local storage buffer) is 
shown, keeping track of device data. In this specific DFD, the IoT operational hub regularly communicates with 
the Application Management service who then propagates the data or relevant events to the distributed IoT 
application (Edge application and/or Cloud application).  

Additionally, the IoT operational hub regularly and continuously synchronizes with the Data sync capabilities of the 
back-end, which is persisted in the Edge Storage (data store), and later on further propagated to the back-end storage 
systems.  

 

Threat T_op_01: Detectability of communications (P) 

Threat category: Detectability 

Threat actor: a person capable of observing interactions between the IoT device and the IoT operational hub, or 
conversely, between the IoT operational hub and the back-end services (Application management, or the regular 
Data Sync) 

DFD: the IoT device, the IoT operational hub, Application management, Data sync 

Threat scenario: as the device is operational, it regularly updates and communicates to the back-end services, either 
for data sync (Data sync), or to propagate specific events to specific applications (Application management). Just 
observing the communications (e.g. timing, volume) could allow the threat actor to deduce specific properties of its 
owner or the deployment context (e.g. if the device is specific to a specific use case, if the fact that the device is used 
gives away specifics of the deployment and application in use). 

Threat impact: depends strongly on (i) the degree of sensitivity of the use of the sensor in its specific patterns, (ii) 
the degree of sensitivity in terms of meta-data (e.g. usage time, duration, ..) of communications that could be 
observed/detected.  

Threat likelihood: the intermediate observer could be a network provider, a service provider, an actor performing 
analysis of network traffic, a curious neighbor that is capable of observing communications, a different back-end 
service not subscribed to the sensor or this data. 
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Threat T_op_02: Disclosure/leak of communications (S&P) 

Threat category: Detectability 

Threat actor: a person capable of reading/accessing/eavesdropping interactions between the IoT device and the 
IoT operational hub, or conversely, between the IoT operational hub and the back-end services (Application 
management, or the regular Data Sync) 

DFD: the IoT device, the IoT operational hub, Application management, Data sync 

Threat scenario: as the device is operational, it regularly updates and communicates to the back-end services, either 
for data sync (Data sync), or to propagate specific events to specific applications (Application management). This 
information could be read by the threat actor, leaking information about the application state, about the device 
owner or the deployment context (e.g. if the device is specific to a specific use case, if the fact that the device is used 
gives away specifics of the deployment and application in use). 

Threat impact: depends strongly on the sensitivity of the payload of the data updates, i.e. is dictated by the nature 
of the application.  

Threat likelihood: the man in the middle could be a network provider, a service provider, an actor performing 
analysis of network traffic, a curious neighbor that is capable of observing communications, a different back-end 
service not subscribed to the sensor or this data. 

 

Threat T_op_03: Denial of service/disrupting communications (S) 

Threat category: Denial of Service 

Threat actor: a person capable of emitting communication on the channel between the IoT device and the IoT 
operational hub and overloading the edge services with requests or large volumes of traffic. This also called network 
poisoning. Could be as a consequence of a spoofed IoT device (cf, T_op_04). 

DFD: the IoT device, the IoT operational hub, Application management, Data sync 

Threat scenario: the threat actor hinders or impedes the communication between a legitimate IoT device and the 
IoT operational hub, or between the IoT operational hub and the back end services, by overloading the 
communication channel, or flooding these processes with illegitimate requests. 

Threat impact: impeding the regular communications might impede an application to react in a timely manner to 
as the threat scenario leads to a potentially reduced performance or lowered availability of the communication 
systems.  

Threat likelihood: the man in the middle could be a network provider, a service provider, an actor performing 
analysis of network traffic, a curious neighbor that is capable of jamming or injecting communications. 

 

Threat T_op_04: Spoofing an IoT device (S) 

Threat category: Spoofing, Tampering 

Threat actor: a person capable of changing the behavior of a given device (e.g. by abusing a backdoor), 
misidentifying a device may hamper the correct functioning of the IoT applications  

DFD: the IoT device, the IoT operational hub, Application management, Data sync 

Threat scenario: the threat actor is capable of changing the behavior of a device, or it is capable of misidentifying 
a different device to change the expected behavior of the device 

Threat impact: this threat impedes the correct functioning of the IoT application as a whole. If the link between a 
device (or the authenticity of a device) and the correctness thereof can not be guaranteed, the activity or data coming 
from that device can not be attributed correctly to a user or organization.  
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Threat likelihood: depends on the capabilities of the threat actor, not very likely for outsiders with low technical 
proficiency. 

 

Threat T_op_05: User unawareness (P) 

Threat category: Unawareness  

Threat actor: the organization operating the IoT devices (application or platform provider) 

DFD: Application provider 

Threat scenario: User is interacting with devices embedded in its everyday environment. However, the user is not 
sufficiently made aware of collection or processing or disclosure of data to third-parties. 
Alternatively, the user is provided with insufficient data controls (dashboard to opt out, to rectify, to remove, ...) 

Threat impact: Privacy harm and reputational harm might be large; potential fines (E.g. GDPR) might be large 

Threat likelihood: User centric design and implementation of core principles (transparency, privacy dashboards) 
will reduce the likelihood 
 

Threat T_op_06: Non-compliance of IoT application (P) 

Threat category: Non-compliance 

Threat actor: the organization operating the IoT devices (application or platform provider) 

DFD: Application provider 

Threat scenario: the IoT applications have no legal basis or are insufficiently legitimized for operation. For 
example, the principles of data minimization/purpose limitation are insufficiently implemented (also, cf. T_op_05) 
Threat impact: Privacy harm and reputational harm might be large; potential fines (E.g. GDPR) might be large 

Threat likelihood: Careful data protection impact assessment is required to counteract these threats. 
 

Threat T_op_07: Discoverable/linkable communications (P) 

Threat category: Linkability 

Threat actor: a person capable of observing interactions between the IoT device and the IoT operational hub, or 
conversely, between the IoT operational hub and the back-end services (Application management, or the regular 
Data Sync) 

DFD: the IoT device, the IoT operational hub, Application management, Data sync 

Threat scenario: as the device is operational, it regularly updates and communicates to the back-end services, either 
for data sync (Data sync), or to propagate specific events to specific applications (Application management). Just 
observing the communications (e.g., timing, volume) could allow the threat actor link different communications and 
identity patterns in utilization (e.g. based on volume of communication, based on timing). 

Threat impact: depends strongly on (i) the degree of sensitivity of the use of the sensor in its specific patterns, (ii) 
the degree of sensitivity in terms of meta-data (e.g., usage time, duration, ...) of communications that could be 
observed/detected, (iii) the ability to see patterns and link specific communications together (as a stepping stone).  

Threat likelihood: the intermediate observer could be a network provider, a service provider, an actor performing 
analysis of network traffic, a curious neighbor that is capable of observing communications, a different back-end 
service not subscribed to the sensor or this data. 
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5.5 Threats related to remote update/upgrade of IoT network devices (ota) 

These threats are predicated upon an automated and remote upgrade capability of the system (phase 6 in Figure 7) 
in which the firmware upgrade of an IoT device can be performed during its operation. An example is the scenario 
in which the device firmware is upgraded over the air (OTA).  

 

Figure 5 - DFD for remote (OTA) firmware updates. 

DFD. As depicted in Figure 5, the firmware is publicly released by the Manufacturer to a Firmware release server 
via its Build and production system. This event is propagated (push or pull) to the operational systems that 
coordinate and interact with the IoT device, here depicted as the IoT operational hub.  

 

Threat T_ota_01: Installing a backdoor (manipulated firmware version) (S) 

Threat category: Tampering, Elevation of Privilege 

with the Build and production system (e.g. insecure compiler) 
with the public Firmware release server 
with the IoT operational hub 

 with the persisted firmware versions stored in the Firmware repository 
  Spoofing  

a legitimate public Firmware release server 
an IoT operational hub 

Threat actor: a legitimate Manufacturer (could be intentional), or an actor capable of preparing a firmware 
version and injecting it in the processes and workflow used to prepare and release an upgraded firmware version 
(Build and production system,  Firmware repository,  public Firmware release server, the IoT operational hub). 

DFD: the Build and production system, the Firmware flash environment, the Firmware release server, the IoT 
operational hub 

Threat scenario: The threat actor is capable of manipulating a firmware version to include a backdoor and insert 
it in the back-end systems so that the manipulated version is installed in one or multiple devices.  

Threat impact: might affect correct functioning of the device, might lead to data leaks or targeted attacks to specific 
devices/users; large impact as it may lead to a large set of devices being compromised automatically 

Threat likelihood: by leveraging the automated upgrade capabilities, less skills are required than in T01_01. Still 
depends on capabilities to create a valid firmware and requires knowledge on the functioning of the networked 
device.  

 

Threat T_ota_02: Rooting a device (manipulated or custom firmware) (S) 

Threat category: Spoofing, Elevation of Privilege 

a legitimate public Firmware release server 
an IoT operational hub 
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Threat actor: an actor capable of preparing a firmware version and injecting it in the processes and workflow used 
to prepare and release an upgraded firmware version (Build and production system, Firmware repository, the public 
Firmware release server, the IoT operational hub). 

DFD: the Build and production system, the Firmware flash environment, the Firmware release server, the IoT 
operational hub, Firmware release server, the IoT operational hub. 

Threat scenario: The threat actor abuses the capabilities of OTA firmware update to gain full control over the 
device and perhaps even over a large set of devices 

Threat impact: this is a stronger version of T_ota_01 where the device’s correct functioning cannot be guaranteed 
at all, large impact as it may lead to a large set of devices being compromised automatically; could be used to take 
control over an entire device and change its functionality (e.g. in a botnet) 

Threat likelihood: depends on manipulations of device/hardware, requires physical access to a device, skills, tools 
and in-depth knowledge of the firmware and functioning of the networked device. 

 

Threat T_ota_03: Failed upgrade (via custom firmware upgrade mechanism) 

Threat category: Denial of Service  

Threat actor: an incorrect or inconsistent firmware update leads to the bricking of the IoT device, i.e making it 
entirely inoperational.  

DFD: Manufacturer, Build and Production System 

Threat scenario: The threat actor abuses the capabilities of firmware update to render a device (or a set of device) 
non-functional. This is done by deliberately failing the update (e.g. by flashing an inconsistent or incorrect firmware). 
This deliberate attack could exploit the automated remote update facilities to do this at large scale and bring down 
an entire infrastructure.  

Threat impact: large impact as it may lead to a large set of devices being compromised 

Threat likelihood: depends on manipulations of device/hardware, requires physical access to a device, skills, tools 
and in-depth knowledge of the firmware and functioning of the networked device 

 

 

5.6 Threats related to unregistration and decommissioning of IoT network devices 
(unreg) 

In this phase of the IoT device life cycle, the IoT device is deactivated, unregistered (association between device 
identity and user, organization or application is removed digitally) and recovered (physically). After this step, the 
device can be recovered and reused (phase 5 in Figure 1) or brought into its end of life (phase 7 in Figure 1). 
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Figure 6 - Remote deactivation of an IoT device (DFD). 

DFD. As depicted in Figure 6, the device is deactivated remotely by a Device Operator who represents the 
administrator of the device (e.g. the owner, or an organization). The deactivation message is propagated over the 
back-end Device Management service, to the IoT operational hub, onto the device itself.  

 

Threat T_unreg_01: Unauthorized remote deactivation of IoT devices (S) 

Threat category: Tampering, Spoofing, Denial of Service, Repudiation 

Threat actor: a legitimate Device operator(could be intentional), or  

an actor capable of spoofing a Device operator. 

DFD: the Iot Device, the Device management service, the IoT operational hub, the Device operator 

Threat scenario: The threat actor abuses the capabilities of remote deactivation to disable a single device or a large 
amount of IoT devices.  

Threat impact:  large impact as it may lead to a large set of devices being compromised 

Threat likelihood: depends on access to Device Management services, requires evading access control and 
traceability mechanisms (repudiation) 

 

Threat T_unreg_02: Improper device reuse (S) 

Threat category: Spoofing 

Threat actor: a legitimate Device operator (could be intentional) 

DFD: the Iot Device, the Device management service, the IoT operational hub, the Device operator 

Threat scenario: a device is made inactive, but its identity is not properly erased. When reusing the device for 
different purposes or by a different owner, its earlier identity is still used, allowing the new owner/device user to 
spoof the original owner/device user. 

Threat impact:  large impact as it may lead to a improper authentication 

Threat likelihood: depends on proper implementation of Device Management device decommissioning 
functionality and integrity of records 
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6 Threat analysis - Device and user identity management perspective 

In this second iteration of the threat analysis and elicitation effort, the focus shifts towards the notions of identity 
and identity management.  

As explained above, devices have been provided with identifiers during manufacturing (e.g. a serial number or 
unique hardware address), and this identity to that of a device owner. in case of personal IoT devices, this is the identity 
of a specific user. Conversely, devices can be owned by organizational entities, and shared across different users and 
even organizations.  

The correct mapping (and providing assurances thereof) between the device identity and the identity of owners -
users, organizations or applications- is crucial in the trustworthy operation and exploitation of IoT-based systems. 

 

 

 

Figure 7 - The IoT device life cycle, overlayed with device and user/organizational owner identities. 

Figure 7 annotates —over the IoT device life cycle figure presented earlier—the different phases in which device 
identity comes into play and where the association to the identity of an owner (user(s) or organization(s)) becomes 
relevant. 
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6.1 Threat scenario overview 

IAM aspect Threat id Threat title Sec./Priv
. 

Association between 
device identity and user 
identity 

T_im_01  

 

Spoofing an IoT device through incorrect identification of a 
device  

Sec. 

T_im_02  

 

Identifier/credential leakage  Sec+Priv 

Device-based 
identification and 
authentication 

T_authn_01 

 

Bypassing authentication/compromised identity and access 
management  

Sec. 

T_authn_02 Impersonating the IoT device owner (S) Sec. 

T_authn_03 Identity leakage through device-based identification (S&P) Sec+Priv 

T_authn_04  Inference and linkability through identity Priv 

T_authn_05 Service denial due to device/identity loss (S&P) Sec+Priv 

Authorization T_authz_01 

 

Attribute disclosure at the basis of authorization requests Sec+Priv 

T_authz_02  

 

Information disclosure at the basis of authorization 
responses 

Priv, 

T_authz_03   

 

Detectability/linkability/identifiability at the basis of 
authorization request patterns 

Priv, 

T_authz_04 Bypassing authorization Sec. 

Table 4 - Overview table of the threat scenarios enumerated in the identity management perspective. 
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6.2 Threats related to the association between device identity and user identity 
(im) 

 

Figure 8 - DFD highlighting the association between a device and its owner (a user or an organization). 

 

DFD. The DFD presented in Figure 8 represents an augmented version of the DFD in Figure 3 with additional 
functionalities related to associating a device to its owner (a user, an organization, or another stakeholder). Central 
to this aspect is the the Identity Management process, which persists the associations between devices and users in 
the Identity store.  The Device Operator is an external entity that manages the association between device identity 
and user identity and regulates access to devices. (In a self-sovereign interpretation, the device operator is the owner 
of the device itself.)  

Access to devices is regulated via the Application Management service (via get device access) and access decisions 
(cf later) are made by the  Identity Management service.  

 

Threat T_im_01: Spoofing an IoT device through incorrect identification of a device (S) 

Threat category: Spoofing  

Threat actor: an external actor capable of changing hardware parameters (such as unique serial number), i.e. capable 
of misreporting device identifiers 

DFD: IoT device, IoT operational hub, Identity management, Application Management 

Threat scenario: the threat actor spoofs a device and manages to spoof a user or organizational entity in 
consequence 

Threat impact:  

- if the application relies strongly on a correct association between a device and a user (identification or 
authentication), impact is large 

- if the misrepresentation of a device id is targeted, the threat actor manages to steal the identity of a specific 
user 

- If the applications assume or are built around an assumption of uniqueness at the basis of serial 
numbers/device identifier 
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Threat likelihood: depends on how device identifiers are persisted or communications. Might require 
manipulations of device specifics/hardware, requires skills and in-depth knowledge of the numbering of identifiers 
of devices. 
In addition, targeted replacement of a device by means of its identifier assumes that the attacker has knowledge of 
specific devices at the basis of identifiers (and their roles in the system). 

 

Threat T_im_02: Identifier/credential leakage (S&P) 

Threat category: Disclosure of Information (S&P) 

Threat actor: an external actor capable of observing or monitoring the communications involved in device-based 
authentication, and interested insider (e.g admin) 

DFD: IoT device, Identity management, Identity store 

Threat scenario: the data flows and interactions related to identification of devices may be observed and monitored 
and through analysis, the used identifiers (e.g. device identifiers, temporary credentials) used may be disclosed/leak. 

Threat impact:  

- if the application relies strongly on the hiding or obfuscating the identity of the human actors interacting with 
or near the IoT devices. 

- Correctly attributing actions/data elements to specific users can not be performed (repudiation) 

- This may lead to spoofing of a device (T_im_01). 

Threat likelihood: requires the threat actor to tamper with elements inside the trust boundary (e.g. internal actors, 
or via a backdoor). This is non-trivial threat to enact which requires skills and insider knowledge of the identity 
mechanism. requires the threat actor to tamper with elements inside the trust boundary (e.g. internal actors, or via 
a backdoor). This is non-trivial threat to enact which requires skills and insider knowledge of the identity mechanism. 
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6.3 Threats related to device-based identification and authentication (authn) 

 

Threat T_authn_01: Bypassing authentication/compromised identity and access management 

(S) 

Threat category: Tampering, Repudiation 

Threat actor: an external actor capable of evading the execution of the identity check  

DFD: Identity management 

Threat scenario: the threat actor manages to evade the authentication check of a specific device and manages to 
spoof a user or organizational entity in consequence or perform illegitimate actions 

Threat impact:  

- if the application relies strongly on a identification and authentication of devices, this is a significant threat 
scenario  

- Correctly attributing actions/data elements to users can not be performed (repudiation) 

- If the applications assumes uniqueness at the basis of serial numbers/device identifier 

Threat likelihood: requires the threat actor to tamper with elements inside the trust boundary (e.g. internal actors, 
or via a backdoor). This is non-trivial threat to enact which requires skills and insider knowledge of the identity 
mechanism. 
 

Threat T_authn_02: Impersonating the IoT device owner (S) 

Threat category: Tampering, Spoofing, Repudiation 

Threat actor: an external actor is capable of changing the association between the device and its owner(s) 

DFD: Identity management, Identity store 

Threat scenario: the threat actor manages to change/tamper with the association check of a specific device and as 
such manages to spoof the actual owner of the IoT device (user or organizational entity) in consequence or perform 
illegitimate actions in name of that person/entity 

Threat impact:  

- if the application relies strongly on the association between devices and owner identity, this is a significant 
threat scenario 

- Correctly attributing actions/data elements to specific users can not be performed (repudiation) 

Threat likelihood: requires the threat actor to tamper with elements inside the trust boundary (e.g. internal actors, 
or via a backdoor, change information in the Identity store). This is non-trivial threat to enact which requires skills 
and insider knowledge of the identity mechanism.  

 

Threat T_authn_03: Identity leakage through device-based identification (S&P) 

Threat category: Disclosure of Information (S&P), Identifiability (P) 

Threat actor: an external actor capable of identifying the person linked to (interacting with, or in the same 
environment as) the IoT device 

DFD: IoT device, Identity management, Identity store 
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Threat scenario: the data flows and interactions related to identification of devices may be observed and specific 
patterns in these flows might leak unique and identifying information about the user, the owner, the environment 
in which the IoT device co-exists with human actors.  

This in turn could lead to discoverability and disclosure of the identity of these involved parties. 

Threat impact:  

- if the application relies strongly on the hiding or obfuscating the identity of the human actors interacting with 
or near the IoT devices. 

- Correctly attributing actions/data elements to specific users cannot be performed (repudiation) 

Threat likelihood: requires the threat actor to observe multiple communications and perform analysis to identify 
unique patterns related to identity.  

 

Threat T_authn_04: Inference and linkability through identity (P) 

Threat category: Disclosure of Information (S&P), Linkability (P) 

Threat actor: an external actor capable of observing the communications used to authenticate/identify the IoT 
device 

DFD: IoT device, Identity management, Identity store 

Threat scenario: the instances of data flows and interactions can be linked at the basis of identity information, 
similarity, and other patterns. This type of inference may lead to leakage of useful derivable information, such as 
common or typical environment conditions, system behavior, specific deployment context (e.g. network properties), 
attributes of the involved human actors (owners, the human actors in the environment of the IoT device).  

Threat impact: substantial if the application relies strongly on the private communications. 

Threat likelihood: requires the threat actor to observe multiple communications and perform analysis to identify 
unique patterns of interest. 

 

Threat T_authn_05: Service denial due to device/identity loss (S&P) 

Threat category: Tampering (S), Denial of Service (S), Non-compliance (P) 

Threat actor:  

an external actor deliberately tampering with devices (theft, breakage),  

accidental or incidental loss or failure of the device that , loss of credential (e.g. due to failing storage, or a 
different form of loss of information) 

DFD: IoT device, Identity management, Identity store 

Threat scenario: due to loss of credentials, loss or failure of IoT device with its corresponding identity, the 
legitimate device owner no longer has access to data set, services and the corresponding functionality to which 
he/she has a legitimate claim. There is no straightforward way to regain access to data, to recover or restore the lost 
devices with their corresponding identity.  

This threat has privacy implications in the sense that the system no longer provides the device owner with the 
appropriate facilities to consult, rectify, remove data sets (compliance). 

Threat impact: proper device and identity recovery procedures are required to prevent the situation where users 
are locked out from their access to data sets or services without any means to re-obtain access or identity 
proof/credentials that can be used to re-activate or renew the association between a device and the legitimate 
user/data owner/device owner. 
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Threat likelihood: requires the threat actor to be able physically access, tamper with the device. Could just 
accidental loss or device failure.  
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6.4 Threats related to authorization (authz) 

Threat T_authz_01: Attribute disclosure at the basis of authorization requests (S&P) 

 Threat category: Disclosure of Information (S&P) 

Threat actor: an external actor capable of observing the communications used to authorize specific requests 

DFD: IoT device, Identity management, Identity store 

Threat scenario: the instances of data flows and interactions can be intercepted and the context attributes (e.g. 
location, device fingerprint) used are leaked. 

Threat impact: if the authorization request includes a number of private attributes, depends on the sensitivity of 
these attributes. 

Threat likelihood: requires the threat actor to observe authorization requests and to be capable of reading or 
deriving the context parameters of interest. 

 

Threat T_authz_02: Information disclosure at the basis of authorization responses (S&P) 

Threat category: Disclosure of Information (S&P) 

Threat actor: an external actor capable of observing the communications used to communicate authorization 
decisions (grant, deny) in response to specific requests 

DFD: IoT device, Identity management, Identity store 

Threat scenario: the instances of data flows and interactions can be intercepted and the responses lead to leakage 
of sensitive information (e.g., context attributes). 

Threat impact: if the authorization response includes a number of private attributes, depends on the sensitivity of 
these attributes. 

Threat likelihood: requires the threat actor to observe authorization responses and to be capable of reading or 
deriving the context parameters of interest. 

 

Threat T_authz_03: Detectability/linkability/identifiability at the basis of authorization request 

patterns (P) 

Threat category: Identifiability (P), Linkability (P), Detectability (P) 

Threat actor: an external actor capable of observing the communications used to authorize actions 

DFD: IoT device, Identity management, Identity store 

Threat scenario: the instances of data flows and interactions can be linked, for example at the basis of identity 
information, similarity, or in terms of other patterns (e.g timing, payload).  

This type of inference may lead to leakage of useful derivable information, such as common or typical environment 
conditions, system behavior, specific deployment context (e.g. network properties), attributes of the involved human 
actors (owners, the human actors in the environment of the IoT device).  

Threat impact: if the application relies strongly on the private communications. 

Threat likelihood: requires the threat actor to observe multiple communications and perform analysis to identify 
unique patterns of interest. 

Threat T_authz_04: Bypassing authorization (S) 
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Threat category: Tampering, Repudiation, Elevation of Privilege 

Threat actor: an external actor capable of evading the execution of the access rules, or capable of manipulating the 
outcome of authorization, for example by tampering with context parameters used in access control decisions 

DFD: Identity management, Application management 

Threat scenario: the threat actor manages to manipulate and/or bypass the access control system, by tampering 
with attributes, tampering programmatically with requests. In consequence, the threat actor manages to evoke a 
grant-decision where a denial would be appropriate and gain access or perform unlawful action in the system 

Threat impact:  

- if the application relies strongly on a identification and authentication of devices, this is a significant threat 
scenario  

- Correctly attributing actions/data elements to users cannot be performed (repudiation) 

- If the application assumes uniqueness at the basis of serial numbers/device identifier 

Threat likelihood: requires the threat actor to tamper with elements inside the trust boundary (e.g. internal actors, 
or via a backdoor). This is non-trivial threat to enact which requires skills and insider knowledge of the identity 
mechanism. 
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7 Threat analysis - distributed application logic perspective 

Figure 9 provides an overview of the typical distribution architecture in which an IoT application or service is 
structured. IoT applications are typically decentralized and highly distributed across four fundamentally distinct tiers. 
The functionality of the Edge is to provide immediate support to IoT networked devices, manage them, orchestrate, 
cache and persist where necessary. This functionality is typically deployed in the near vicinity of the IoT devices.  

A geographical grouping of related functionalities is deployed over Fog nodes, which allows for device mobility 
within a broader geographical region, support low-latency applications. Fog nodes are backed up by full-on cloud 
services, with all the benefits of elastic scalability, virtually unlimited resources, High Availability and High 
Performance. 

IoT applications involve logic deployed on all four tiers: IoT devices provide core sensing and actuation capabilities, 
whereas the Edge node involves per-device logic and functionality that is available, even when broader connectivity 
is breached. Fog nodes perform management and orchestration over larger clusters of devices (e.g. city scale), 
whereas the cloud provides generic services and back-end functionality (e.g. ML or big data analytics capabilities, 
large-scale storage, application management, etc). Complex orchestration and deployment systems are used to 
manage these distributed deployments.  

 

 

Figure 9 - IoT application tiers (UML deployment diagram). 

 

This part of the threat analysis highlights threats related to application orchestration, provisioning and execution of 
application logic, computation and storage in this broader context. We merge the Edge/Fog perspective as well as 
the Fog/Cloud perspective, for reasons of simplicity, focusing particularly on aspects of cloud deployment and scale 
in the final step of the analysis. 
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7.1 Threat scenario overview 

Architecture tier  Threat id Threat title Sec./Priv
. 

Edge T_edge_01 Tampering with IoT application on edge devices Sec. 

T_edge_02 

 

Edge data leaks  Sec+Priv 

Network and 
communication 

T_netw_01 

 

Denial of service/ Network poisoning Sec 

T_netw_02 

 

 

Detectability/linkability/identifiability Priv 

Cloud T_cloud_01 Curious cloud provider  Sec+Priv 

T_cloud_02 Cloud data leaks (S&P) Sec+Priv 

T_cloud_03 Application provider spoofing (S Sec. 

T_cloud_04 Device operator spoofing (S Sec. 

T_cloud_05 Tampering with cloud/edge applications Sec. 

Table 5 - Overview table of the threat scenarios enumerated in the identity management perspective. 

  



D1.1. Research Agenda, IoT threat landscape and security challenges 

© ERATOSTHENES, 2021  Page | 40  

7.2 Edge threats 

DFD. The different functionalities and services that could be executed in edge devices are presented in Figure 10. 
This DFD reprises a number of elements defined in earlier phases of the threat analysis: the Application 
management service to run, manage, install application specific logic onto edge devices, the Data sync to synchronize 
IoT device data to both local and remote (cloud storage), the Device management service and the Identity 
management service (including local storage for credentials and authentication tokens).  

 

Figure 10 Data flow diagram (DFD) summarizing the Edge functionality. 

 

 

Threat T_edge_01: Tampering with IoT application on edge devices (S) 

Threat category: Tampering, Elevation of Privilege 

Threat actor: a user/external adversary with physical or remote access to edge devices manipulates the device or 
the software installed thereupon. An internal user such as a a system administrator capable of changing the 
configuration of the edge devices. An adversary with physical access to edge devices. 

DFD: Edge application  

Threat scenario: The threat actor manipulates, changes, breaks into the application functionality running in the 
edge, the Edge application. This could be accomplished by abusing the Application management functionality 
directly, or by accessing the device (e.g. by tampering with physical device storage, by abusing root access, etc) 

Threat impact: High, if the application relies on correct execution of the application logic on the edge.  

Threat likelihood: strongly depends on countermeasures to protect the execution, deployment of IoT application 
logic on edge devices 

 

Threat T_edge_02: Edge data leaks (S&P) 

Threat category: Disclosure of Information, Identifiability 
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Threat actor: a user/external adversary with physical or remote access to edge devices gains access to the data 
stored and propagated through the edge device. An internal user such as a a system administrator capable of 
changing the configuration of the edge devices. An adversary with physical access to edge devices. 

DFD: Data sync, Edge storage 

Threat scenario: The threat actor gains access to the Data sync process or the physical storage (Edge storage). This 
allows him to process, copy, steal the data obtained by IoT devices. This could affect individual data records (in 
transit) or entire data set stored or collected on edge devices.  

Threat impact: High, if the application relies on protection of the collected data. Depends on the nature of the 
data leaked and the volume of data.  

Threat likelihood: strongly depends on countermeasures to protect access to the data collected and processed in 
the Edge device. 

 

7.3 Network and communication link-related threats 

Threat T_netw_01: Denial of service/ Network poisoning (S) 

Threat category: Denial of Service 

Threat actor:  

a person capable of emitting communication on the channel between the Edge processes and the cloud 
back-end services (Cloud application management, Cloud application, Cloud data sync, Cloud device management, 
Cloud identity and access management).  

a person issuing large volumes of requests to these service endpoints with the objective of reducing the 
performance or the availability of these services. 

Could be as an attacker having tampered with or spoofed edge application logic (cf. T_edge_01). 

DFD: the Cloud application management, Cloud application, Cloud data sync, Cloud device management, Cloud 
identity and access management 

Threat scenario: the threat actor hinders or impedes the communication between the edge services and their cloud 
back-end counterparts by overloading the communication channel, or flooding these processes with illegitimate 
requests. 

Threat impact: impeding the regular communications might impede an application to react in a timely manner to 
as the threat scenario leads to a potentially reduced performance or lowered availability of the communication 
systems.  

Threat likelihood: the man in the middle could be a network provider, a service provider, an actor performing 
analysis of network traffic, a curious neighbor that is capable of jamming or injecting communications. A threat 
actor that is spoofing a legitimate application or another services. 

 

Threat T_netw_02: Detectability/linkability/identifiability (P) 

Threat category: Identifiability (P), Linkability (P), Detectability (P) 

Threat actor:  

an external actor capable of observing the communications between the edge tier and the cloud tier, for 
example a curious network provider inspecting traffic. 

DFD: Cloud application management, Cloud application, Cloud data sync, Cloud device management, Cloud 
identity and access management 
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Threat scenario: the instances of data flows and interactions can be linked, for example at the basis of identity 
information, similarity, or in terms of other patterns (e.g., timing, payload).  

This type of inference may lead to leakage of useful derivable information, such as the typical behavior of an 
application, access patterns, specific deployment context (e.g. network properties), attributes of the involved human 
actors (owners, the human actors in the environment of the IoT device).  

Threat impact: if the application relies strongly on private communications. 

Threat likelihood: requires the threat actor to observe multiple communications and perform analysis to identify 
unique patterns of interest. 

 

7.4 Cloud threats  

 

Figure 11 - Data Flow Diagram (DFD) focusing on Edge/Cloud interactions. 

DFD. The different functionalities and services offered from the cloud perspective and their communication with 
external entities (Application provider, Cloud storage provider and Device operator) is depicted in Figure 11. For 
most of the facilities depicted in the Edge DFD  (Figure 10), a cloud counterpart is provided to model complex 
orchestration of the different facilities and services (device management, data sync, identity and access management 
and application logic) across the different tiers.  

 

Threat T_cloud_01: Curious cloud provider (S&P) 

Threat category: Identifiability (P), Linkability (P), Detectability (P), Information Disclosure (S&P) 

Threat actor:  the provider of the cloud services or the underpinning infrastructure (e.g. cloud storage facilities, 
infrastructure-as-a-service) is capable of observing the communications arriving to the cloud tier, as well as internal 
communication between cloud services. This curious cloud providers is capable of inspecting the different  

DFD: Cloud application management, Cloud application, Cloud data sync, Cloud device management, Cloud 
identity and access management 
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Threat scenario: the instances of data flows and interactions can be linked, for example at the basis of identity 
information, similarity, or in terms of other patterns (e.g timing, payload).  

This type of inference may lead to leakage of useful derivable information, such as the typical behavior of an 
application, access patterns, specific deployment context (e.g. network properties), attributes of the involved human 
actors (owners, the human actors in the environment of the IoT device).  

By inspecting internal processes, persisted audit logs and other artifacts to (e.g. backups), the curious cloud provider 
may deduce or directly access a wealth of information 

Threat impact: if the application relies strongly on internal private communications. 

Threat likelihood: rather straightforward for an infrastructure or cloud provider, unless deliberate countermeasures 
are taken (e.g. encrypted storage) 

 

Threat T_cloud_02: Cloud data leaks (S&P) 

Threat category: Disclosure of Information, Identifiability 

Threat actor: a user/external adversary with physical or remote access to edge devices gains access to the data 
stored and propagated through the edge device. An internal user such as a a system administrator capable of 
changing the configuration of the edge devices. An adversary with physical access to edge devices. 

DFD: Data sync, Edge storage 

Threat scenario: The threat actor gains access to the Data sync process or the physical storage (Edge storage). This 
allows him to process, copy, steal the data obtained by IoT devices. This could affect individual data records (in 
transit) or entire data set stored or collected on edge devices.  

Threat impact: High, if the application relies on protection of the collected data. Depends on the nature of the 
data leaked and the volume of data.  

Threat likelihood: strongly depends on countermeasures to protect access to the data collected and processed in 
the Edge device. 

 

Threat T_cloud_03: Application provider spoofing (S) 

Threat category: Spoofing a legitimate Application provider  

Threat actor:  

an actor impersonating an Application provider (i.e., with stolen credentials or by by-passing authentication 
and authorization mechanisms) 

DFD: the Cloud Application Management service, the Application store repository,  

Threat scenario: the threat actor gains manages to delete applications (Denial of service), upload tampered-with 
applications (Tampering) which will be distributed to the cloud (Cloud application) and the edge (Edge application).  

Threat impact: The application will not function as intended. If backdoors are built in, they will open up access or 
behavior that is undesirable. Data leakage and unlawful disclosure can be a consequence as well. 

Could lead to or involve T_cloud_04. 

Threat likelihood: depends on bypassing access control systems, requires knowledge and expertise on how to 
develop and build applications and perform application management tasks. Misattributing actions to specific users 
leads to repudiation issues. 
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Threat T_cloud_04: Device operator spoofing (S) 

Threat category: Spoofing a legitimate Device operator, Tampering, Denial of service, Information Disclosure, 
Elevation of Privilege 

Threat actor: an actor impersonating an Device operator (e.g. to misattribute devices to persons, to disable or 
remove devices, to change or tamper with device capabilities., with stolen credentials or by by-passing authentication 
and authorization mechanisms) 

DFD: the Cloud Application Management service, the Application store repository, the Cloud application and the 
Edge application.  

Threat scenario: the threat actor gains access and manages to manage applications, e.g. to disable large amounts 
of devices (Denial of service), to tamper with device identities, device properties (Tampering), to learn about 
configurations and deployments (Information Disclosure). By misattributing specific devices to specific users, the 
threat actor might gain access unlawfully to device capabilities (Elevation of Privilege)  

Threat impact: The integrity and correctness of device configurations can not be guaranteed. The consequences 
discussed above should be carefully considered in specific application context.  

Threat likelihood: depends on bypassing access control systems, requires knowledge and expertise on how to 
develop and build applications and perform application management tasks. Misattributing actions to specific users 
leads to repudiation concerns. 

 

Threat T_cloud_05: Tampering with cloud/edge applications (S) 

Threat category: Tampering  

Threat actor:  

an actor impersonating an Application provider (i.e., with stolen credentials or by by-passing authentication 
and authorization mechanisms), cf. T_cloud_03 

an insider with write access to the Application store repository 

DFD: the Cloud Application Management service, the Application store repository, the Cloud application and the 
Edge application.  

Threat scenario: the threat actor gains access and tampers with applications (Tampering) either as they are 
uploaded and distributed (e.g. in temporary storage when their distributed deployment is orchestrated and enacted) 
over Cloud application and the Edge application.  

Threat impact: The application will not function as intended. If backdoors are built in, they will open up access or 
behavior that is undesirable. Data leakage and unlawful disclosure can be a consequence as well. 

Threat likelihood: depends on bypassing access control systems, requires knowledge and expertise on how to 
develop and build applications and perform application management tasks.  
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8 Threat Scenario Coverage 

This section performs a gap analysis between the threat scenarios that were identified in in Sections 5, 6 and 7 of 
this deliverable and the different project assets (both existing and envisioned assets) that have been enumerated in 
the context of WP1.  

The mapping is done in a rudimentary binary manner and indicates that the planned R&D activity bears 
contributes to the mitigation of a specific set of threat scenarios. In terms of the mapping approach and the 
different ways in which technological assets can contribute to threat mitigation, we define different types of 
contribution:  

(i) Detect,  

(ii) Resist, 

(iii) React,  

(iv) Recover 

Some assets/project tasks predominantly deliver preventive measures (e.g. by performing specific activities such as 
AAA by default and by design), whereas others focus purely on detection (e.g. Intrusion Detection systems) but 
lack the complementary aspect of reactive mitigation. Others focus on reactive deflection when such threats and 
attacks have been observed in practice, whereas others focus on recovery from threats or attacks when they have 
occurred. In the following sections, whenever a match can be found in terms of the relations described above, the 
asset/project task is mapped onto the threat scenario. 

The mapping however is binary. When a project task or project asset is mapped onto a threat scenario, it means that 
the planned research and development activities will contribute to at least one of these forms of contribution, 
sometimes focusing on just a minimal aspect of the threat scenario, sometimes not addressing the core scenario but 
focusing on preconditions (e.g. ensuring that sufficient trust is bestowed upon the sender involved in an interaction 
and managing overall trust potentially mitigates a number of threats attributed to untrusted actors).  
A mapping therefore does not necessarily imply that the threat scenario shall be addressed in its entire scope and all 
its aspects, nor does it provide guarantees that improvements shall be accomplished - the semantical meaning is that 
the R&D bears a relation to the security and/or privacy issues to the annotated threat scenarios.  

Concluding, this is a first exploration, and a more nuanced reflection on how a specific task and asset developed 
succeeds in addressing a specific threat scenario shall systematically be performed in the scope of the different R&D 
tasks within WP2, WP3 and WP5, possibly even through refining and revising the threat scenarios themselves. 
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8.1 Mapping to project assets 

Asset name Partner Mitigates 

p-ABC: Open-source privacy-preserving Attribute Based 
Credential system 

UMU T_authz_01, T_authz_02, T_authz_03, 
T_authn_03, T_authn_04 

IoT Security certification: Framework to assess IoT 
cybersecurity, including, security assessment and labelling, and 
extended with CTI functionalities: monitoring and treatment 
with MUD files to cover life cycle management 

UMU T_man_01, T_man_02, T_ota_01, 
T_ota_02, T_ota_03, T_reg_04, T_op_04 

LINADE: Lightweight IoT Network Traffic Anomaly 
Detection on Edge devices 

ATOS T_netw_01, T_edge_01, T_op_09, 
T_op_03 

IDS/IPS engine: An intrusion detection system to identify 
anomalies in a restricted, IoT-based network environment 

ENG T_netw_01, T_edge_01 

Cryptographic protection of identity data store TUG T_im_02, T_edge_02, T_edge_01 

Identity Recovery Mechanism TUG (T_im_02, T_cloud_01, T_cloud_02, 
T_authn_02) 

microVisor: Software-based and formally verified Trusted 
Execution Environment (TEE)  

KUL T_man_01, T_man_02, T_ota_01, 
T_ota_02, T_ota_03, T_reg_04, T_op_04 

Hybrid Consensus Algorithm INLE T_op_04   

Decentralised Trust Framework INLE T_edge_01, T_edge_02, T_op_02, 
T_op_04 

(no name yet): Automatic deployment and recovery of software 
components, identities and trust management contexts of a 
group of IoT devices 

SINTEF T_netw_01, T_edge_01 

PUF-based module for IoT trust networks EUL T_unreg_02, T_reg_04, T_op_04, 
T_authn_01, T_authn_02, T_authn_03 

Cold Start Trust Score Calculation Algorithm for IoT UPRC indirect mitigation 

RETINA Secure energy trading marketplace UPRC T_netw_01, T_edge_01, T_op_03 

CYMID: Application suite AIRBUS T_authz_01, T_authz_02, T_authz_03, 
T_authn_01, T_authn_02, T_authn_03, 
T_op_04, T_reg_04, T_unreg_02 

Table 6 - Mapping between threat scenarios and project assets. 
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9 Conclusions 

This deliverable presents the main outcome of conducting a semi-systematic analysis of the different threats 
applicable and relevant in the IoT context. By expressing common IoT architecture in a number of Data Flow 
Diagrams (DFDs) from a number of complementary perspectives, we have identified and discussed a number of 
threat scenarios of relevance. The perspectives covered are: (i) the IoT device life cycle perspective, (ii) the 
perspective of device and user identity management and (iii) the distributed deployment and orchestration of IoT 
based applications.  

Threat scenarios have been discussed and mapped onto the generic threat classifications and categorizations of 
STRIDE for security and LINDDUN for privacy. Each threat scenario comes with a characterization of adversary 
or threat actor and a discussion of the likelihood and impact.  

Although threat analysis, threat elicitation and threat-based risk assessment are especially valuable when applied to 
concrete application cases (as this allows to concretize further the notion of risk, impact and likelihood), the work 
presented in this deliverable strikes a balance between specificity and genericity in that it describes a number of 
reference viewpoints on typical IoT applications but leaves further room for instantiation to concrete cases. Specific 
variants can, should and will be be derived for DFDs that correspond more closely to the specific use cases of the 
ERATOSTHENES work plan.  

The deliverable concludes with a mapping exercise and gap analysis, (i) relating the tasks of the ERATOSTHENES 
work plan to the threats (and specifying wether the envisioned innovations will be proactive or reactive, focus on 
threat mitigation or detection, etc), (ii) identifying the relation between the threat scenarios defined in this deliverable 
and the project assets defined in work package 1 (WP1) and finally, a discussion of the relation between this work 
and the broader state of the art. 

 

 

 

  



D1.1. Research Agenda, IoT threat landscape and security challenges 

© ERATOSTHENES, 2021  Page | 48  

Bibliography 

 

[1]  Gilchrist, Alasdair. "Chapter 15–Threat Models." IoT Security Issues. Walter De Gruyter Press, 
Berlin/Munich/Boston, 2017. 121-128. 

[2]  Aufner, Peter. "The IoT security gap: a look down into the valley between threat models and their 
implementation." International Journal of Information Security 19.1 (2020): 3-14. 

[3]  Khurana, Madhu, Thipendra Pal Singh, and Tanupriya Choudhury. "Effective Threat and Security Modelling 
Approach to Devise Security Rating of Diverse IoT Devices." Data Driven Approach Towards Disruptive 
Technologies: Proceedings of MIDAS 2020. Springer Singapore, 2021. 

[4] Wuyts, Kim, Riccardo Scandariato, and Wouter Joosen. "LIND (D) UN privacy threat tree catalog." KU 
Leuven, Department of Computer Science, Technical Report CW 675 (2014). 

[5] Wuyts, Kim. "Privacy Threats in Software Architectures." (2015). 

[6]  Deng, Mina, et al. "A privacy threat analysis framework: supporting the elicitation and fulfillment of privacy 
requirements." Requirements Engineering 16.1 (2011): 3-32. 

[7] Michael Fagan, Katerina N. Megas, Jeffrey Marron, Kevin G. Brady, Barbara B. Cuthill, Rebecca Herold, 
David Lemire, Brad Hoehn, “NIST Special Publication 800-213A: IoT Device Cybersecurity Guidance for 
the Federal Government: IoT Device Cybersecurity Requirement Catalog” 
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-213A.pdf  

[8]  ENISA Working Group on Cybersecurity Threat Landscapes (CTL), “ENISA Threat Landscape 2021”, 
https://www.enisa.europa.eu/publications/enisa-threat-landscape-2021 

[9] The OWASP® Foundation, “The OWASP top 10 web application security risks”, https://owasp.org/ 

[10] M. Jouini and L. B. A. Rabai, “Threats Classification,” 2016, pp. 368–392. 

[11] “D2.1 Definition of Project Requirements and Success Criteria.” BIECO project, 2021. 

[12] A. J. Neumann, N. Statland, and R. D. Webb, “Post-processing audit tools and techniques,” US Dep. Commer. 
Natl. Bur. Stand., pp. 11–3 – 11–4, 1977. 

[13] J. Hughes and G. Cybenko, “Quantitative Metrics and Risk Assessment: The Three Tenets Model of 
Cybersecurity,” Technol. Innov. Manag. Rev., vol. 3, no. 8, pp. 15–24, Aug. 2013, doi: 10.22215/timreview/712. 

[14] A. W. Rufi, “Vulnerabilities, Threats, and Attacks,” Netw. Secur. 1 2 Companion Guid. Cisco Netw. Acad., 2008. 

[15] ISO, “ISO 7498 - Information processing systems — Open Systems Interconnection — Basic Reference 
Model,” 1989. https://www.iso.org/standard/14256.html (accessed Jul. 01, 2021). 

[16] Microsoft, “STRIDE chart | Microsoft Security Blog,” 2007. 
https://www.microsoft.com/security/blog/2007/09/11/stride-chart/ (accessed Jul. 01, 2021). 

[17] Web Application Security Consortium WASC, “WASC threat classification,” 2010. 

[18] M. Nieles, K. Dempsey, and V. Y. Pillitteri, “An introduction to information security: the NIST Handbook,” 
Gaithersburg, MD, Jun. 2017. doi: 10.6028/NIST.SP.800-12r1. 

 



D1.1. Research Agenda, IoT threat landscape and security challenges 

© ERATOSTHENES, 2021  Page | 49  

Annex I: DFD Glossary 

DFD element types  

 

 Process 

 

 

Data store 

 
External entity 

 Data flow 

 
Trust boundary 

 

 

Glossary of DFD elements  

DFD element Description 

IoT device This DFD element (process) represents the physical device (the IoT networked device) and its 

software/firmware. 

Firmware Flash 

environment 

This DFD element (process) is the software-driven infrastructure used to initialize IoT devices 

during the manufacturing stage. It has the capabilities to access the IoT device in such a way 

that it can flash firmware and update its software. 

Build and 

production 

system 

This DFD element (process) represents the development and release environment of the device 

manufactures and is used to roll-out/orchestrate the release of new firmware, either in the 

manufacturing phase, but also to enact over-the-air updates (OTA). 

Firmware 

repository 

This DFD element (data store) represents the internal repository of different firmware versions. 

Manufacturer This DFD element (external entity) represents the organizational entity behind the 

manufacturing and updating the IoT networked device. 

IoT operational 

hub 

This DFD element (process) represents the main access point for and to the IoT device, 

converts short-distance communication into communication to the back-end systems. Could be 

a smart phone, a smart watch, a dedicated fixed device (gateway). Typically has slightly more 

resources than the actual device (storage, memory, cpu), but these are not unlimited. 

Device 

management 

This DFD element (process) represents the edge service dealing with device management, e.g. 

aware of device topology, redundancy, ... 

 

LEGEND 
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Cloud device 

management 

This DFD element (process) represents the back-end/cloud service dealing with device 

management, e.g. aware of device topology, redundancy, ... 

Device dashboard This DFD element (process) represents the dashboard used by the Device Operator to perform 

device management actions. 

Device Operator This DFD element (external entity) represent a back-end actor (could be automated) that 

triggers device management actions such as deactivation of IoT devices 

Cloud storage This DFD element (data store) represents the persistence tier in the back-end of a data-driven 

IoT application.  

Edge storage  This DFD element (process) represents the local storage of IoT data records or data sets at edge 

devices. 

Data sync This DFD element (process) represents the data synchronization facilities between the IoT 

device and the back-end persistence tier.  

Cloud data sync This DFD element (process) represents the data synchronization facilities offered by the cloud 

back-end.  

Cloud storage 

provider 

This DFD element (entity) represents the cloud storage provider, i.e. the organizational entity 

responsible for data storage and management in the cloud back-end systems. 

Application 

management 

This DFD element (process) represents a back-end service used to propagate data and events to 

application and vice versa, used by applications to access devices. 

Edge application This DFD element (process) represents the Edge portion of a distributed IoT application 

(functionality).  

Cloud application This DFD element (process) represents the Cloud portion of a distributed IoT application 

(functionality).  

Application 

provider 

This DFD element (external entity) represents the organization responsible for specific IoT 

applications (development and operations) 

Application store This DFD element (data store) represents the data store for persisting installable/executable 

IoT applications (both the Edge application and the Cloud application)  

Identity 

management 

This DFD element (process) represents the back-end service keeping track of device identity, 

mapping device identity to organization and/or owner identity, authentication and access 

control. 

Identity Store This DFD element (data store) keeps the persisted association between device identity and 

owner identity (could be a user, an organisation, a stakeholder) 
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Annex II: Outline of threat scenarios 
Threat T_man_01: Installing a backdoor (manipulated firmware version) (S) ............................ 18 

Threat T_man_02: Rooting a device (manipulated or custom firmware) (S) ............................... 19 

Threat T_reg_01: Detectability at the basis of sensor registration (P) ......................................... 20 

Threat T_reg_02: Linkability/identifiability at the basis of registered sensor (P) ....................... 21 

Threat T_reg_03: Linkability of multiple IoT devices at the basis of registration/activation (P)
 ........................................................................................................................................................ 21 

Threat T_reg_04: Spoofing an IoT device (S) ............................................................................... 21 

Threat T_op_01: Detectability of communications (P) ................................................................. 23 

Threat T_op_02: Disclosure/leak of communications (S&P) ...................................................... 24 

Threat T_op_03: Denial of service/disrupting communications (S) ............................................ 24 

Threat T_op_04: Spoofing an IoT device (S) ................................................................................ 24 

Threat T_op_05: User unawareness (P) ........................................................................................ 25 

Threat T_op_06: Non-compliance of IoT application (P) ............................................................ 25 

Threat T_op_07: Discoverable/linkable communications (P) ..................................................... 25 

Threat T_ota_01: Installing a backdoor (manipulated firmware version) (S) .............................. 26 

Threat T_ota_02: Rooting a device (manipulated or custom firmware) (S) ................................. 26 

Threat T_ota_03: Failed upgrade (via custom firmware upgrade mechanism) ........................... 27 

Threat T_unreg_01: Unauthorized remote deactivation of IoT devices (S) ................................. 28 

Threat T_unreg_02: Improper device reuse (S) ............................................................................ 28 

Threat T_im_01: Spoofing an IoT device through incorrect identification of a device (S) .......... 31 

Threat T_im_02: Identifier/credential leakage (S&P) .................................................................. 32 

Threat T_authn_01: Bypassing authentication/compromised identity and access management 
(S) ................................................................................................................................................... 33 

Threat T_authn_02: Impersonating the IoT device owner (S) ..................................................... 33 

Threat T_authn_03: Identity leakage through device-based identification (S&P) ...................... 33 

Threat T_authn_04: Inference and linkability through identity (P) ............................................. 34 

Threat T_authn_05: Service denial due to device/identity loss (S&P) ......................................... 34 

Threat T_authz_01: Attribute disclosure at the basis of authorization requests (S&P) ............... 36 

Threat T_authz_02: Information disclosure at the basis of authorization responses (S&P) ....... 36 

Threat T_authz_03: Detectability/linkability/identifiability at the basis of authorization request 
patterns (P) ..................................................................................................................................... 36 

Threat T_authz_04: Bypassing authorization (S) .......................................................................... 36 

Threat T_edge_01: Tampering with IoT application on edge devices (S) ................................... 40 

Threat T_edge_02: Edge data leaks (S&P) ................................................................................... 40 

Threat T_netw_01: Denial of service/ Network poisoning (S) ..................................................... 41 

Threat T_netw_02: Detectability/linkability/identifiability (P) ................................................... 41 

Threat T_cloud_01: Curious cloud provider (S&P) ....................................................................... 42 

Threat T_cloud_02: Cloud data leaks (S&P) ................................................................................. 43 

Threat T_cloud_03: Application provider spoofing (S) ................................................................. 43 

Threat T_cloud_04: Device operator spoofing (S) ........................................................................ 44 

Threat T_cloud_05: Tampering with cloud/edge applications (S) .............................................. 44 

 

 


